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Small businesses are not as safe as they 
think they are

�7�K�H�U�H�·�V���D���S�R�S�X�O�D�U���Q�R�W�L�R�Q���W�K�D�W���R�Q�O�\���O�D�U�J�H���E�X�V�L�Q�H�V�V�H�V���I�D�O�O���Y�L�F�W�L�P���W�R���F�\�E�H�U�D�W�W�D�F�N�V����
�,�W�·�V���H�D�V�\���W�R���V�H�H���K�R�Z���W�K�L�V���P�\�W�K���F�D�P�H���D�E�R�X�W���³���W�K�H���E�L�J�J�H�U���W�K�H���F�R�P�S�D�Q�\�����W�K�H��
�P�R�U�H���Y�D�O�X�D�E�O�H���G�D�W�D���L�W���K�R�O�G�V����

�+�R�Z�H�Y�H�U�����W�K�H���U�H�D�O�L�W�\���L�V���W�K�D�W���D�O�O���E�X�V�L�Q�H�V�V�H�V���³���H�Y�H�Q���V�P�D�O�O���R�Q�H�V���³���F�D�Q���V�X�I�I�H�U��
�I�U�R�P���F�\�E�H�U�D�W�W�D�F�N�V����
Why? Because many small business owners believe they have nothing 
�Y�D�O�X�D�E�O�H���I�R�U���F�\�E�H�U�F�U�L�P�L�Q�D�O�V���W�R���V�W�H�D�O�����W�K�H�\���K�D�U�G�O�\���L�Q�Y�H�V�W���L�Q���F�\�E�H�U�V�H�F�X�U�L�W�\�����7�K�L�V��
makes them easier to infiltrate than large businesses that invest in robust 
�W�H�F�K�Q�R�O�R�J�\����

�$�Q�G���\�H�W�����P�D�Q�\���V�P�D�O�O���E�X�V�L�Q�H�V�V���R�Z�Q�H�U�V���I�H�H�O���F�R�Q�I�L�G�H�Q�W���L�Q���W�K�H�L�U���F�\�E�H�U�V�H�F�X�U�L�W�\��
�H�I�I�R�U�W�V�����,�Q���D�������������V�X�U�Y�H�\���E�\���&�1�%�&���D�Q�G���0�R�P�H�Q�W�L�Y�H�������������R�I���W�K�H��respondents 
�H�[�S�U�H�V�V�H�G���Q�R���F�R�Q�F�H�U�Q���D�E�R�X�W���V�X�I�I�H�U�L�Q�J���D���G�D�W�D���E�U�H�D�F�K���L�Q���W�K�H���Q�H�[�W���������P�R�Q�W�K�V����
�$�O�P�R�V�W�����������Z�H�U�H���F�H�U�W�D�L�Q���W�K�D�W���W�K�H�\���F�R�X�O�G���T�X�L�F�N�O�\���U�H�V�R�O�Y�H���D���F�\�E�H�U���L�Q�F�L�G�H�Q�W�����E�X�W��
�R�Q�O�\�����������D�G�P�L�W�W�H�G���W�R���K�D�Y�L�Q�J���D���U�H�V�S�R�Q�V�H���S�O�D�Q���L�Q���F�D�V�H���R�I���D���F�\�E�H�U�D�W�W�D�F�N��

These are just some of the mistakes that increase small businesses' risk of 
�V�X�I�I�H�U�L�Q�J���D���F�\�E�H�U�D�W�W�D�F�N�����,�Q���W�K�L�V���H�%�R�R�N�����Z�H�·�O�O���W�D�N�H���D���O�R�R�N���D�W���I�R�X�U���R�W�K�H�U���F�R�P�P�R�Q��
�F�\�E�H�U�V�H�F�X�U�L�W�\���P�L�V�W�D�N�H�V���D�Q�G���K�R�Z���\�R�X���F�D�Q���U�H�V�R�O�Y�H���W�K�H�P��

14 COMMON CYBERSECURITY MISTAKES ���6�0�$�/�/���%�8�6�,�1�(�6�6�(�6���6�7�,�/�/���0�$�.�(

�&�\�E�H�U�F�U�L�P�L�Q�D�O�V���V�S�D�U�H���Q�R���R�Q�H
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Mistake #1: Failing to train staff in 
cybersecurity

4 COMMON CYBERSECURITY MISTAKES ���6�0�$�/�/���%�8�6�,�1�(�6�6�(�6���6�7�,�/�/���0�$�.�(

One employee mistake can endanger your business

�,�Q���W�K�H���U�H�D�O�P���R�I���F�\�E�H�U�V�H�F�X�U�L�W�\�����H�P�S�O�R�\�H�H�V���D�U�H���W�\�S�L�F�D�O�O�\���F�R�Q�V�L�G�H�U�H�G���W�K�H���Z�H�D�N�H�V�W��
�O�L�Q�N�����<�R�X�U���E�X�V�L�Q�H�V�V���F�D�Q���L�P�S�O�H�P�H�Q�W���P�X�O�W�L�S�O�H���V�H�F�X�U�L�W�\���V�R�O�X�W�L�R�Q�V���W�R���S�U�H�Y�H�Q�W��
�F�\�E�H�U�D�W�W�D�F�N�V�����E�X�W���D�O�O���L�W���W�D�N�H�V���L�V���R�Q�H���H�P�S�O�R�\�H�H���W�R���P�D�N�H���D���P�L�V�W�D�N�H���W�R��
�F�R�P�S�U�R�P�L�V�H���\�R�X�U���,�7���V�\�V�W�H�P�V�����,�Q���I�D�F�W�����D���U�H�F�H�Q�W���V�W�X�G�\���I�R�X�Q�G���W�K�D�W�����������R�I���G�D�W�D��
breaches are caused by staff error��

�6�R�P�H���V�D�\�����K�R�Z�H�Y�H�U�����W�K�D�W���L�W�·�V���X�Q�I�D�L�U���W�R���F�D�O�O���H�P�S�O�R�\�H�H�V���W�K�H���Z�H�D�N�H�V�W���O�L�Q�N��
because it throws blame at them when managers also have a role to play in 
�P�D�N�L�Q�J���H�Y�H�U�\�R�Q�H���R�Q���W�K�H���W�H�D�P���P�R�U�H���D�Z�D�U�H���R�I���F�\�E�H�U�V�H�F�X�U�L�W�\��

�&�\�E�H�U�V�H�F�X�U�L�W�\���D�Z�D�U�H�Q�H�V�V���W�U�D�L�Q�L�Q�J���D�L�P�V���W�R���H�G�X�F�D�W�H���\�R�X�U���V�W�D�I�I���D�E�R�X�W���F�R�P�P�R�Q��
cybersecurity problems and the roles they play in preventing and addressing 
�W�K�H�V�H����

Training provides the following benefits:

•  Reduced risk of data breaches:  Various cyberthreats use social 
�H�Q�J�L�Q�H�H�U�L�Q�J���W�H�F�K�Q�L�T�X�H�V���W�R���W�U�L�F�N���S�H�R�S�O�H���L�Q�W�R���F�O�L�F�N�L�Q�J���R�Q���K�D�U�P�I�X�O���O�L�Q�N�V��
�D�Q�G���G�R�Z�Q�O�R�D�G�L�Q�J���P�D�O�L�F�L�R�X�V���S�U�R�J�U�D�P�V�����7�U�D�L�Q�L�Q�J���\�R�X�U���H�P�S�O�R�\�H�H�V���L�Q��
cybersecurity best practices will make them less likely to fall for these 
�W�D�F�W�L�F�V��

Fix: Conduct an effective cybersecurity 
awareness training program

2
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https://cisomag.eccouncil.org/psychology-of-human-error-could-help-businesses-prevent-security-breaches/


3

•  Increased client trust: ���&�\�E�H�U�V�H�F�X�U�L�W�\���D�Z�D�U�H�Q�H�V�V���W�U�D�L�Q�L�Q�J���L�P�S�U�R�Y�H�V��
�\�R�X�U���R�U�J�D�Q�L�]�D�W�L�R�Q�·�V���D�E�L�O�L�W�\���W�R���V�H�F�X�U�H���F�R�Q�I�L�G�H�Q�W�L�D�O���F�X�V�W�R�P�H�U���L�Q�I�R�U�P�D�W�L�R�Q����
Having the necessary cybersecurity certifications and credentials will 
�P�D�N�H���\�R�X�U���F�O�L�H�Q�W�V���P�R�U�H���O�L�N�H�O�\���W�R���W�U�X�V�W���D�Q�G���G�R���E�X�V�L�Q�H�V�V���Z�L�W�K���\�R�X��

•  Time and money saved: ���&�\�E�H�U�V�H�F�X�U�L�W�\���W�U�D�L�Q�L�Q�J���D�O�O�R�Z�V���\�R�X���D�Q�G���\�R�X�U��
IT staff to focus on more valuable things instead of spending time 
�I�L�[�L�Q�J���W�K�H���G�D�P�D�J�H�V���F�D�X�V�H�G���E�\���D���F�\�E�H�U�D�W�W�D�F�N��

�$�O�V�R�����D���U�H�F�H�Q�W���,�%�0���V�W�X�G�\���K�D�V���G�L�V�F�R�Y�H�U�H�G���W�K�D�W��data breaches cost 
�R�U�J�D�Q�L�]�D�W�L�R�Q�V���D�Q���D�Y�H�U�D�J�H���R�I���������������P�L�O�O�L�R�Q���³���H�Q�R�X�J�K���W�R���V�K�X�W���D���E�X�V�L�Q�H�V�V��
�G�R�Z�Q�����,�I���\�R�X�U���H�P�S�O�R�\�H�H�V���U�H�F�H�L�Y�H���S�U�R�S�H�U���F�\�E�H�U�V�H�F�X�U�L�W�\���W�U�D�L�Q�L�Q�J�����\�R�X���F�D�Q��
�D�Y�R�L�G���S�D�\�L�Q�J���V�X�F�K���K�L�J�K���F�R�V�W�V��

4 COMMON CYBERSECURITY MISTAKES ���6�0�$�/�/���%�8�6�,�1�(�6�6�(�6���6�7�,�/�/���0�$�.�(

�(�Q�V�X�U�H���W�K�H���V�X�F�F�H�V�V���R�I���F�\�E�H�U�V�H�F�X�U�L�W�\���W�U�D�L�Q�L�Q�J���E�\���G�R�L�Q�J���W�K�H���I�R�O�O�R�Z�L�Q�J��

Have your staff answer cybersecurity awareness surveys�����7�K�H�L�U���D�Q�V�Z�H�U�V���Z�L�O�O��
�S�U�R�Y�L�G�H���F�U�L�W�L�F�D�O���L�Q�I�R�U�P�D�W�L�R�Q���R�Q���Z�K�L�F�K���D�U�H�D�V���R�I���\�R�X�U���F�R�P�S�D�Q�\�·�V���F�\�E�H�U�V�H�F�X�U�L�W�\��
initiatives are deficient and how you can fix them

1. Assess your current cybersecurity landscape

�(�Y�H�U�\�R�Q�H���L�Q���\�R�X�U���F�R�P�S�D�Q�\���³���U�H�J�D�U�G�O�H�V�V���R�I���S�R�V�L�W�L�R�Q���R�U���V�H�Q�L�R�U�L�W�\���³���V�K�R�X�O�G��
�S�D�U�W�L�F�L�S�D�W�H���L�Q���\�R�X�U���F�\�E�H�U�V�H�F�X�U�L�W�\���D�Z�D�U�H�Q�H�V�V���W�U�D�L�Q�L�Q�J���S�U�R�J�U�D�P�����%�\���P�D�N�L�Q�J��
�F�\�E�H�U�V�H�F�X�U�L�W�\���H�Y�H�U�\�R�Q�H�·�V���U�H�V�S�R�Q�V�L�E�L�O�L�W�\�����\�R�X�U���V�W�D�I�I���Z�L�O�O���S�O�D�\���D���P�R�U�H���D�F�W�L�Y�H���U�R�O�H��
�L�Q���S�U�R�W�H�F�W�L�Q�J���\�R�X�U���E�X�V�L�Q�H�V�V���I�U�R�P���F�\�E�H�U�D�W�W�D�F�N�V��

�������(�Q�V�X�U�H���H�Y�H�U�\�E�R�G�\�·�V���S�D�U�W�L�F�L�S�D�W�L�R�Q

�%�H�I�R�U�H���F�R�Q�G�X�F�W�L�Q�J���F�\�E�H�U�V�H�F�X�U�L�W�\���W�U�D�L�Q�L�Q�J�����F�D�O�O���I�R�U���D���V�K�R�U�W���P�H�H�W�L�Q�J���R�U���V�H�Q�G���D�Q��
�H�P�D�L�O���H�[�S�O�D�L�Q�L�Q�J���L�W�V���L�P�S�R�U�W�D�Q�F�H���D�Q�G���J�R�D�O�V�����D�Q�G���K�R�Z���L�W���Z�L�O�O���D�I�I�H�F�W���H�Y�H�U�\�R�Q�H�
�V���Z�R�U�N��

�'�X�U�L�Q�J���W�K�H���W�U�D�L�Q�L�Q�J�����D�O�Z�D�\�V���N�H�H�S���\�R�X�U���H�P�S�O�R�\�H�H�V���L�Q���W�K�H���O�R�R�S���E�\���U�H�Y�H�D�O�L�Q�J��
future training plans and the progress the team has made since the training 
�E�H�J�D�Q��

3. Be transparent

www.grittechs.com

https://securityintelligence.com/web-stories/cost-of-a-data-breach-2021/
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44 COMMON CYBERSECURITY MISTAKES ���6�0�$�/�/���%�8�6�,�1�(�6�6�(�6���6�7�,�/�/���0�$�.�(

�'�R�Q�·�W���M�X�V�W���F�U�H�D�W�H���V�O�L�G�H�V�K�R�Z�V���I�R�U���\�R�X�U���F�\�E�H�U�V�H�F�X�U�L�W�\���D�Z�D�U�H�Q�H�V�V���W�U�D�L�Q�L�Q�J���D�Q�G��
�F�D�O�O���L�W���D���G�D�\�����D�V���W�K�H�V�H���P�D�\���Q�R�W���U�H�V�R�Q�D�W�H���Z�H�O�O���Z�L�W�K���\�R�X�U���H�P�S�O�R�\�H�H�V�����,�Q�V�W�H�D�G����
�F�X�V�W�R�P�L�]�H���\�R�X�U���F�\�E�H�U�V�H�F�X�U�L�W�\���W�U�D�L�Q�L�Q�J���S�U�R�J�U�D�P�V���E�D�V�H�G���R�Q���W�K�H�L�U���U�R�O�H�V����
�L�Q�W�H�U�H�V�W�V�����D�Q�G���F�\�E�H�U�V�H�F�X�U�L�W�\���N�Q�R�Z�O�H�G�J�H���O�H�Y�H�O�V�����<�R�X�U���W�U�D�L�Q�L�Q�J���S�U�R�J�U�D�P���Z�L�O�O��
�E�H�F�R�P�H���P�R�U�H���H�I�I�H�F�W�L�Y�H���L�I���\�R�X�U���V�W�D�I�I���F�D�Q���U�H�O�D�W�H���Z�L�W�K���W�K�H���W�U�D�L�Q�L�Q�J���P�D�W�H�U�L�D�O��

�$�O�W�H�U�Q�D�W�L�Y�H�O�\�����\�R�X���F�D�Q���J�D�P�L�I�\���\�R�X�U���W�U�D�L�Q�L�Q�J���S�U�R�J�U�D�P�V���W�R���P�D�N�H���W�K�H�P���P�R�U�H���I�X�Q��
�D�Q�G���W�R���P�R�W�L�Y�D�W�H���\�R�X�U���H�P�S�O�R�\�H�H�V���W�R���G�R���W�K�H�L�U���S�D�U�W���L�Q���\�R�X�U���F�R�P�S�D�Q�\�·�V��
�F�\�E�H�U�V�H�F�X�U�L�W�\���L�Q�L�W�L�D�W�L�Y�H�V�����+�H�U�H���D�U�H���V�R�P�H���L�G�H�D�V���W�R���W�U�\��

•  Cybersecurity Lab: ���,�Q���W�K�L�V���J�D�P�H�����S�O�D�\�H�U�V���Q�H�H�G���W�R��strengthen the cyber 
defenses of a company experiencing sophisticated cyberattacks by 
�F�U�D�F�N�L�Q�J���S�D�V�V�Z�R�U�G�V���D�Q�G���Z�U�L�W�L�Q�J���F�R�G�H��

•  Cyber-awareness challenge: ���7�K�L�V���J�D�P�H���G�H�V�L�J�Q�H�G���E�\���W�K�H���8�6��
�'�H�S�D�U�W�P�H�Q�W���R�I���'�H�I�H�Q�V�H���U�H�T�X�L�U�H�V���S�O�D�\�H�U�V���W�R��promote awareness of 
cybersecurity issues and practice good cyber hygiene to prevent future 
�H�Y�H�Q�W�V���I�U�R�P���K�D�S�S�H�Q�L�Q�J��

•  Cyberattack simulations: ���6�W�D�J�H���D���P�D�O�Z�D�U�H���D�W�W�D�F�N���W�R���V�H�H���K�R�Z���T�X�L�F�N�O�\��
�\�R�X�U���H�P�S�O�R�\�H�H�V���F�D�Q���S�U�H�Y�H�Q�W���W�K�H�L�U���V�\�V�W�H�P�V���I�U�R�P���J�H�W�W�L�Q�J���L�Q�I�H�F�W�H�G�����<�R�X��
can also send a fake phishing email to everyone and see who falls for 
�L�W�����5�H�Z�D�U�G���W�K�R�V�H���Z�K�R���G�L�G���Z�H�O�O���D�Q�G���S�U�R�Y�L�G�H���D���U�H�I�U�H�V�K�H�U���F�R�X�U�V�H���W�R���W�K�R�V�H��
�Z�K�R���I�D�L�O�H�G��

4. Make the training relatable and fun

www.grittechs.com
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Always review and revise your training materials and goals to keep them 
�D�F�F�X�U�D�W�H���D�Q�G���X�S�G�D�W�H�G���D�F�F�R�U�G�L�Q�J���W�R���F�\�E�H�U�F�U�L�P�L�Q�D�O�V�·���O�D�W�H�V�W���W�H�F�K�Q�L�T�X�H�V��

�,�W�·�V���D�O�V�R���L�G�H�D�O���W�R���F�R�Q�G�X�F�W���F�\�E�H�U�V�H�F�X�U�L�W�\���D�Z�D�U�H�Q�H�V�V���W�U�D�L�Q�L�Q�J���I�U�H�T�X�H�Q�W�O�\�����,�Q���D��
�V�W�X�G�\���E�\���Q�R�Q�S�U�R�I�L�W���R�U�J�D�Q�L�]�D�W�L�R�Q���8�6�(�1�,�;�����H�P�S�O�R�\�H�H�V���X�Q�G�H�U�Z�H�Q�W���S�K�L�V�K�L�Q�J��
�H�P�D�L�O���L�G�H�Q�W�L�I�L�F�D�W�L�R�Q���W�U�D�L�Q�L�Q�J���Z�K�H�U�H���W�K�H�\���Z�H�U�H���W�D�V�N�H�G���W�R���V�S�R�W���V�X�F�K���H�P�D�L�O�V�����D�W��������
�W�R���������P�R�Q�W�K���L�Q�W�H�U�Y�D�O�V�����:�K�L�O�H���W�K�H���U�H�V�S�R�Q�G�H�Q�W�V���H�D�V�L�O�\���V�S�R�W�W�H�G���S�K�L�V�K�L�Q�J���H�P�D�L�O�V��
�I�R�X�U���P�R�Q�W�K�V���D�I�W�H�U���W�K�H���W�U�D�L�Q�L�Q�J�����W�K�H�\��started forgetting what they learned after 
�V�L�[���P�R�Q�W�K�V��

�:�K�L�O�H���F�\�E�H�U�V�H�F�X�U�L�W�\���D�Z�D�U�H�Q�H�V�V���W�U�D�L�Q�L�Q�J���I�U�H�T�X�H�Q�F�\���P�D�\���Y�D�U�\���D�P�R�Q�J��
�R�U�J�D�Q�L�]�D�W�L�R�Q�V�����\�R�X���F�D�Q���X�V�H���W�K�H���V�W�X�G�\�·�V���I�R�X�U�����W�R���V�L�[���P�R�Q�W�K���W�L�P�H���I�U�D�P�H���D�V���D��
�V�W�D�U�W�L�Q�J���S�R�L�Q�W�����$�W���I�L�U�V�W�����\�R�X���P�L�J�K�W���Q�H�H�G���W�R���W�U�D�L�Q���\�R�X�U���H�P�S�O�R�\�H�H�V���R�I�W�H�Q���V�R���W�K�H�\��
�F�D�Q���T�X�L�F�N�O�\���U�H�W�D�L�Q���Y�L�W�D�O���L�Q�I�R�U�P�D�W�L�R�Q���D�Q�G���G�H�Y�H�O�R�S���J�R�R�G���K�D�E�L�W�V���H�D�U�O�\�����+�R�Z�H�Y�H�U����
�D�V���\�R�X�U���V�W�D�I�I���S�H�U�I�R�U�P���E�H�W�W�H�U���L�Q���W�H�V�W�V�����\�R�X���F�D�Q���F�R�Q�G�X�F�W���W�U�D�L�Q�L�Q�J���V�H�V�V�L�R�Q�V���O�H�V�V��
�I�U�H�T�X�H�Q�W�O�\��

5. Update and train frequently

www.grittechs.com

https://www.usenix.org/system/files/soups2020-reinheimer_0.pdf


Mistake #2: Not having a disaster recovery plan
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All businesses must have one

�'�L�V�D�V�W�H�U�V���V�X�F�K���D�V���F�\�E�H�U�D�W�W�D�F�N�V�����Q�D�W�X�U�D�O���F�D�O�D�P�L�W�L�H�V�����D�Q�G���K�D�U�G�Z�D�U�H���D�Q�G��
�V�R�I�W�Z�D�U�H���I�D�L�O�X�U�H�V���D�U�H���X�Q�S�U�H�G�L�F�W�D�E�O�H�����)�R�U���L�Q�V�W�D�Q�F�H�����Q�R���R�Q�H���F�R�X�O�G���K�D�Y�H���I�R�U�H�V�H�H�Q��
�W�K�D�W���W�K�H���&�2�9�,�'���������S�D�Q�G�H�P�L�F���Z�R�X�O�G���W�D�N�H���D���W�R�O�O���R�Q���W�K�H���R�S�H�U�D�W�L�R�Q�V���R�I��
�E�X�V�L�Q�H�V�V�H�V���Z�R�U�O�G�Z�L�G�H����

�$�Q�G���V�L�Q�F�H���P�D�Q�\���H�P�S�O�R�\�H�H�V���Z�R�U�N���I�U�R�P���K�R�P�H���W�R�G�D�\�����W�K�H�\���X�V�H���W�K�H�L�U���K�R�P�H��
�L�Q�W�H�U�Q�H�W���F�R�Q�Q�H�F�W�L�R�Q���W�R���D�F�F�H�V�V���F�R�U�S�R�U�D�W�H���D�S�S�O�L�F�D�W�L�R�Q�V���D�Q�G���G�D�W�D�����7�K�L�V��
�F�R�Q�Q�H�F�W�L�R�Q���L�V�Q�·�W���D�V���V�H�F�X�U�H���D�V���F�R�U�S�R�U�D�W�H���R�Q�H�V�����K�R�Z�H�Y�H�U�����S�X�W�W�L�Q�J���R�U�J�D�Q�L�]�D�W�L�R�Q�V��
�D�W���U�L�V�N���R�I���I�D�O�O�L�Q�J���Y�L�F�W�L�P���W�R���F�\�E�H�U�D�W�W�D�F�N�V��

�,�W�·�V���W�K�H�U�H�I�R�U�H���H�V�V�H�Q�W�L�D�O���W�R���K�D�Y�H���D���S�U�R�S�H�U���G�L�V�D�V�W�H�U���U�H�F�R�Y�H�U�\���S�O�D�Q�����'�5�3������
�8�Q�I�R�U�W�X�Q�D�W�H�O�\�����R�Q�O�\�����������R�I���R�U�J�D�Q�L�]�D�W�L�R�Q�V���K�D�Y�H���D���F�R�P�S�D�Q�\���Z�L�G�H���'�5�3���L�Q���S�O�D�F�H����
If a business is unable to recover its data and systems after a major 
�F�\�E�H�U�D�W�W�D�F�N�����L�W���U�X�Q�V���W�K�H���U�L�V�N���R�I���S�D�\�L�Q�J���K�H�I�W�\���I�L�Q�H�V���R�U���F�O�R�V�L�Q�J���L�W�V���G�R�R�U�V���I�R�U���J�R�R�G��
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Take these steps to ensure that your business stays afloat when a disaster 
�K�L�W�V��

�$�V�V�H�V�V���\�R�X�U���S�U�R�F�H�V�V�H�V���D�Q�G���I�D�F�L�O�L�W�L�H�V���W�R���G�H�W�H�U�P�L�Q�H���Z�K�L�F�K���G�D�W�D�����S�U�R�J�U�D�P�V�����D�Q�G��
�K�D�U�G�Z�D�U�H���D�U�H���Q�H�H�G�H�G���W�R���N�H�H�S���\�R�X�U���E�X�V�L�Q�H�V�V���R�S�H�U�D�W�L�R�Q�D�O���D�I�W�H�U���D���F�\�E�H�U�D�W�W�D�F�N����

�<�R�X���D�O�V�R���Q�H�H�G���W�R���H�V�W�D�E�O�L�V�K���D���U�H�F�R�Y�H�U�\���S�R�L�Q�W���R�E�M�H�F�W�L�Y�H�����5�3�2�����D�Q�G���U�H�F�R�Y�H�U�\��
�W�L�P�H���R�E�M�H�F�W�L�Y�H�����5�7�2�����I�R�U���\�R�X�U���F�U�X�F�L�D�O���D�V�V�H�W�V�����5�3�2���U�H�I�H�U�V���W�R���W�K�H���D�P�R�X�Q�W���R�I���G�D�W�D��
�\�R�X�U���F�R�P�S�D�Q�\���F�D�Q���D�I�I�R�U�G���W�R���O�R�V�H�����6�R���L�I���\�R�X���F�D�Q���R�Q�O�\���V�W�D�Q�G���W�R���O�R�V�H���W�Z�R���G�D�\�V�·��
�Z�R�U�W�K���R�I���G�D�W�D�����\�R�X�U���V�\�V�W�H�P�V���K�D�Y�H���W�R���E�H�F�R�P�H���I�X�Q�F�W�L�R�Q�D�O���Z�L�W�K�L�Q���������K�R�X�U�V���R�I��
�G�R�Z�Q�W�L�P�H��

�5�7�2�����R�Q���W�K�H���R�W�K�H�U���K�D�Q�G�����L�V���W�K�H���P�D�[�L�P�X�P���W�L�P�H���L�W���W�D�N�H�V���W�R���U�H�V�W�R�U�H���\�R�X�U���,�7��
�V�\�V�W�H�P�V���D�I�W�H�U���D���G�L�V�D�V�W�H�U�����<�R�X�U���5�7�2���F�D�Q���E�H���D�V���V�K�R�U�W���D�V���D���I�H�Z���V�H�F�R�Q�G�V���I�R�U��
�K�L�J�K���S�U�L�R�U�L�W�\���D�S�S�O�L�F�D�W�L�R�Q�V�����D�V���O�R�Q�J���D�V���\�R�X�U���,�7���G�H�S�D�U�W�P�H�Q�W���K�D�V���D��failover 
solution��

1. Identify your most crucial assets

�<�R�X�U���E�X�V�L�Q�H�V�V���Q�H�H�G�V���W�R���K�D�Y�H���D�W���O�H�D�V�W���W�K�U�H�H���F�R�S�L�H�V���R�I���\�R�X�U���G�D�W�D�����7�K�H���I�L�U�V�W���R�Q�H��
�L�V���W�K�H���R�U�L�J�L�Q�D�O���Y�H�U�V�L�R�Q���W�K�D�W���\�R�X���F�X�U�U�H�Q�W�O�\���X�V�H�����Z�K�L�O�H���W�K�H���V�H�F�R�Q�G���F�R�S�\���L�V���D�Q��
�R�Q���V�L�W�H���E�D�F�N�X�S���V�D�Y�H�G���R�Q���D���G�L�V�F�����K�D�U�G���G�U�L�Y�H�����R�U���V�H�U�Y�H�U�����)�L�Q�D�O�O�\�����W�K�H���W�K�L�U�G���F�R�S�\���L�V��
�D�Q���R�I�I���V�L�W�H���E�D�F�N�X�S���W�\�S�L�F�D�O�O�\���K�R�V�W�H�G���R�Q���W�K�H���F�O�R�X�G��

�:�L�W�K���\�R�X�U���R�Q���V�L�W�H���F�R�S�\�����\�R�X���F�D�Q���T�X�L�F�N�O�\���U�H�V�W�R�U�H���G�D�W�D���V�L�Q�F�H���\�R�X���K�D�Y�H���S�K�\�V�L�F�D�O��
�D�F�F�H�V�V���W�R���\�R�X�U���I�L�O�H�V�����2�I�I���V�L�W�H���E�D�F�N�X�S�V���F�R�P�H���L�Q���K�D�Q�G�\���Z�K�H�Q���\�R�X�U���R�Q���V�L�W�H���F�R�S�\��
�E�H�F�R�P�H�V���X�Q�D�Y�D�L�O�D�E�O�H���E�H�F�D�X�V�H���R�I���G�D�W�D���F�R�U�U�X�S�W�L�R�Q���R�U���S�R�Z�H�U���R�X�W�D�J�H�V����

�2�I�I���V�L�W�H���E�D�F�N�X�S�V���V�K�R�X�O�G���E�H���V�W�R�U�H�G���L�Q���G�D�W�D���F�H�Q�W�H�U�V���W�K�D�W���D�U�H���D�W���O�H�D�V�W�����������P�L�O�H�V��
from where you keep your primary copy�����7�K�L�V���Z�D�\�����L�Q���W�K�H���H�Y�H�Q�W���R�I���D���G�L�V�D�V�W�H�U��
�K�L�W�W�L�Q�J���\�R�X�U���D�U�H�D�����\�R�X�U���R�I�I���V�L�W�H���E�D�F�N�X�S�V���Z�R�Q�
�W���E�H���D�I�I�H�F�W�H�G�����+�D�Y�L�Q�J���R�I�I���V�L�W�H��
backups also ensure you have clean copies of your data in case your 
�V�\�V�W�H�P�V���D�U�H���L�Q�I�H�F�W�H�G���E�\���U�D�Q�V�R�P�Z�D�U�H��

2. Create triplicate copies of your data

Fix: Make disaster recovery planning a priority

www.grittechs.com

https://searchstorage.techtarget.com/definition/failover
https://cloud.google.com/blog/products/storage-data-transfer/guide-data-protection-offerings-google-cloud
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�+�D�Y�L�Q�J���D���F�R�P�P�X�Q�L�F�D�W�L�R�Q�V���S�O�D�Q���Z�L�O�O���K�H�O�S���\�R�X���P�D�L�Q�W�D�L�Q���\�R�X�U���H�P�S�O�R�\�H�H�V�·����
�F�X�V�W�R�P�H�U�V�·�����D�Q�G���V�W�D�N�H�K�R�O�G�H�U�V�·���W�U�X�V�W���L�Q���F�D�V�H���G�L�V�D�V�W�H�U���V�W�U�L�N�H�V�����+�H�U�H�·�V���K�R�Z���W�R��
create one:

•  Put people in charge of specific tasks. ���(�D�F�K���G�H�S�D�U�W�P�H�Q�W���V�K�R�X�O�G��
have a point of contact who will communicate essential information to 
�W�K�H�L�U���W�H�D�P�P�D�W�H�V�����$�O�V�R�����D�V�V�L�J�Q���D���W�H�D�P���W�R���R�Y�H�U�V�H�H���H�[�W�H�U�Q�D�O��
�F�R�P�P�X�Q�L�F�D�W�L�R�Q�V��

•  Gather essential information. ���&�R�O�O�H�F�W���\�R�X�U���H�P�S�O�R�\�H�H�V�·���S�K�R�Q�H��
�Q�X�P�E�H�U�V�����H�P�D�L�O���D�G�G�U�H�V�V�H�V�����D�Q�G���K�R�P�H���D�G�G�U�H�V�V�H�V�����$�V�N���H�D�F�K���R�I���W�K�H�P���W�R��
�S�U�R�Y�L�G�H���D�W���O�H�D�V�W���R�Q�H���H�P�H�U�J�H�Q�F�\���F�R�Q�W�D�F�W�����6�D�Y�H���W�K�H���L�Q�I�R�U�P�D�W�L�R�Q���\�R�X��
�F�R�O�O�H�F�W�H�G���L�Q���W�K�H���F�O�R�X�G���V�R���L�W�·�V���D�O�Z�D�\�V���D�F�F�H�V�V�L�E�O�H��

•  Prioritize.  Address first the concerns of employees and customers 
�Z�K�R���Z�H�U�H���G�L�U�H�F�W�O�\���L�P�S�D�F�W�H�G���E�\���D���G�L�V�D�V�W�H�U�����<�R�X���F�D�Q���W�D�F�N�O�H���H�Y�H�U�\�R�Q�H��
�H�O�V�H�
�V���L�V�V�X�H�V���D�I�W�H�U��

•  Create templates. ���&�R�P�P�X�Q�L�F�D�W�L�R�Q���W�H�P�S�O�D�W�H�V���P�D�N�H���L�W���H�D�V�L�H�U���W�R��
�E�U�R�D�G�F�D�V�W���\�R�X�U���P�H�V�V�D�J�H���W�R���G�L�I�I�H�U�H�Q�W���J�U�R�X�S�V���G�X�U�L�Q�J���D���G�L�V�D�V�W�H�U�����)�R�U��
�L�Q�V�W�D�Q�F�H�����\�R�X���F�D�Q���K�D�Y�H���D���F�R�P�P�X�Q�L�F�D�W�L�R�Q���W�H�P�S�O�D�W�H���W�K�D�W���F�O�D�U�L�I�L�H�V���Z�K�H�U�H��
�H�P�S�O�R�\�H�H�V���V�K�R�X�O�G���Z�R�U�N���G�X�U�L�Q�J���D���G�L�V�D�V�W�H�U�����Z�K�R���W�K�H�\�
�U�H���V�X�S�S�R�V�H�G���W�R��
�F�R�Q�W�D�F�W�����D�Q�G���Z�K�D�W���L�Q�I�R�U�P�D�W�L�R�Q���W�K�H�\�
�U�H���D�O�O�R�Z�H�G���W�R���G�L�V�F�O�R�V�H���W�R���W�K�H���S�X�E�O�L�F����
�0�H�D�Q�Z�K�L�O�H�����\�R�X�U���F�X�V�W�R�P�H�U�V���K�D�Y�H���W�R���N�Q�R�Z���L�I���W�K�H�\���Z�H�U�H���D�I�I�H�F�W�H�G���E�\���W�K�H��
�G�L�V�D�V�W�H�U���D�Q�G���Q�H�H�G���W�R���W�D�N�H���D�Q�\���D�F�W�L�R�Q�V����

•  Make sure everyone knows about your plan. ���&�D�O�O���I�R�U���D���P�H�H�W�L�Q�J��
�U�H�J�D�U�G�L�Q�J���\�R�X�U���G�L�V�D�V�W�H�U���U�H�F�R�Y�H�U�\���S�O�D�Q���V�R���W�K�D�W���H�Y�H�U�\�R�Q�H���N�Q�R�Z�V���D�E�R�X�W���L�W����
�(�Q�V�X�U�H���W�K�D�W���R�Q�H���R�U���P�R�U�H���F�R�S�L�H�V���R�I���W�K�H���S�O�D�Q���D�U�H���V�W�R�U�H�G���G�L�J�L�W�D�O�O�\���R�U���R�I�I��
site and inform the appropriate people where and how these can be 
�D�F�F�H�V�V�H�G����

3. Develop a disaster recovery communications plan

4 COMMON CYBERSECURITY MISTAKES ���6�0�$�/�/���%�8�6�,�1�(�6�6�(�6���6�7�,�/�/���0�$�.�(

www.grittechs.com
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�<�R�X�U���Z�R�U�N�H�U�V���D�U�H���Y�X�O�Q�H�U�D�E�O�H���W�R���F�\�E�H�U�D�W�W�D�F�N�V�����V�R���\�R�X���Q�H�H�G���W�R���U�H�J�X�O�D�U�O�\���W�U�D�L�Q��
�W�K�H�P���L�Q���G�L�V�D�V�W�H�U���U�H�F�R�Y�H�U�\���E�H�V�W���S�U�D�F�W�L�F�H�V�����)�R�U���L�Q�V�W�D�Q�F�H�����W�H�D�F�K���W�K�H�P���W�R���D�Y�R�L�G��
�S�O�X�J�J�L�Q�J���L�Q���X�Q�Y�H�W�W�H�G���8�6�%���G�H�Y�L�F�H�V���D�Q�G���R�W�K�H�U���V�W�R�U�D�J�H���P�H�G�L�D���L�Q�W�R���W�K�H�L�U���E�X�V�L�Q�H�V�V��
�F�R�P�S�X�W�H�U�V���R�U���P�R�E�L�O�H���G�H�Y�L�F�H�V���D�V���W�K�H�V�H���F�D�Q���F�R�Q�W�D�L�Q���P�D�O�Z�D�U�H��

�<�R�X���P�X�V�W���D�O�V�R���I�U�H�T�X�H�Q�W�O�\���K�R�O�G���G�U�\���U�X�Q�V���R�I���\�R�X�U���G�L�V�D�V�W�H�U���U�H�F�R�Y�H�U�\���S�O�D�Q���D�Q�G���J�H�W��
�\�R�X�U���H�P�S�O�R�\�H�H�V���L�Q�Y�R�O�Y�H�G���V�R���W�K�H�\���Z�L�O�O���N�Q�R�Z���Z�K�D�W���W�R���G�R���G�X�U�L�Q�J���D���G�L�V�D�V�W�H�U����

4. Train your employees and test your recovery procedures

�$�I�W�H�U���U�H�F�R�Y�H�U�L�Q�J���I�U�R�P���D���G�L�V�D�V�W�H�U�����F�D�O�O���I�R�U���D�Q���L�Q�F�L�G�H�Q�W���S�R�V�W�P�R�U�W�H�P���Z�L�W�K���\�R�X�U��
�W�H�D�P�����'�L�V�F�X�V�V���K�R�Z���D�Q�G���Z�K�\���W�K�H���L�Q�F�L�G�H�Q�W���K�D�S�S�H�Q�H�G�����L�W�V���H�I�I�H�F�W�V���D�Q�G���W�K�H��
�P�H�D�V�X�U�H�V���W�D�N�H�Q���W�R���D�G�G�U�H�V�V���W�K�H���L�Q�F�L�G�H�Q�W�����D�Q�G���Z�K�D�W���V�K�R�X�O�G���E�H���G�R�Q�H���W�R���S�U�H�Y�H�Q�W��
�L�W���I�U�R�P���K�D�S�S�H�Q�L�Q�J���D�J�D�L�Q��

5. Conduct a postmortem
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Mistake #3: Weak bring your own device 
(BYOD) policies

Allowing the use of personal devices for work can be dangerous

�7�R�G�D�\�����H�P�S�O�R�\�H�H�V���X�V�H���W�K�H�L�U���S�H�U�V�R�Q�D�O���O�D�S�W�R�S�V�����V�P�D�U�W�S�K�R�Q�H�V�����D�Q�G���W�D�E�O�H�W�V���I�R�U��
�Z�R�U�N�����1�R�W���R�Q�O�\���L�V���W�K�L�V���F�R�Q�Y�H�Q�L�H�Q�W�����E�X�W���L�W���D�O�V�R���D�O�O�R�Z�V���W�K�H�P���W�R���Z�R�U�N���I�U�R�P���D�Q�\��
�O�R�F�D�W�L�R�Q���Z�L�W�K���D�Q���L�Q�W�H�U�Q�H�W���F�R�Q�Q�H�F�W�L�R�Q�����7�R���U�H�J�X�O�D�W�H���W�K�H���X�V�H���R�I���S�H�U�V�R�Q�D�O���G�H�Y�L�F�H�V����
�P�D�Q�\���F�R�P�S�D�Q�L�H�V���L�P�S�O�H�P�H�Q�W���D���%�<�2�'���S�R�O�L�F�\�����D���V�H�W���R�I���J�X�L�G�H�O�L�Q�H�V���W�K�D�W���G�H�I�L�Q�H��
�S�U�R�S�H�U���X�V�H���R�I���H�P�S�O�R�\�H�H���R�Z�Q�H�G���G�H�Y�L�F�H�V��

A proper BYOD policy ensures the security of your company data even if your 
�H�P�S�O�R�\�H�H�V���D�F�F�H�V�V���L�W���W�K�U�R�X�J�K���W�K�H�L�U���S�H�U�V�R�Q�D�O���G�H�Y�L�F�H�V�����$���I�O�D�Z�H�G���R�Q�H�����K�R�Z�H�Y�H�U����
�S�R�W�H�Q�W�L�D�O�O�\���H�[�S�R�V�H�V���\�R�X�U���F�R�Q�I�L�G�H�Q�W�L�D�O���L�Q�I�R�U�P�D�W�L�R�Q���W�R���F�\�E�H�U�F�U�L�P�L�Q�D�O�V��

�)�R�U���H�[�D�P�S�O�H�����L�I���\�R�X�U���H�P�S�O�R�\�H�H�V���X�V�H���D���S�X�E�O�L�F���:�L���)�L���F�R�Q�Q�H�F�W�L�R�Q�����D�W�W�D�F�N�H�U�V���F�D�Q��
�H�[�S�O�R�L�W���L�W���W�R���D�F�F�H�V�V���\�R�X�U���F�R�U�S�R�U�D�W�H���Q�H�W�Z�R�U�N�����2�U���L�I���\�R�X�U���V�W�D�I�I�·�V���P�R�E�L�O�H���G�H�Y�L�F�H�V��
�D�U�H���P�L�V�S�O�D�F�H�G���R�U���O�R�V�W�����W�K�H�V�H���P�D�\���I�D�O�O���L�Q���W�K�H���K�D�Q�G�V���R�I���F�U�L�P�L�Q�D�O�V���Z�K�R���F�D�Q���F�U�D�F�N��
�W�K�H�V�H���G�H�Y�L�F�H�V�·���V�H�F�X�U�L�W�\���W�R���D�F�F�H�V�V���F�U�L�W�L�F�D�O���G�D�W�D��

10

www.grittechs.com



114 COMMON CYBERSECURITY MISTAKES ���6�0�$�/�/���%�8�6�,�1�(�6�6�(�6���6�7�,�/�/���0�$�.�(

�+�D�Y�L�Q�J���D���Z�H�O�O���U�R�X�Q�G�H�G���S�R�O�L�F�\���F�D�Q���K�H�O�S���\�R�X�U���E�X�V�L�Q�H�V�V���R�Y�H�U�F�R�P�H���W�K�H���V�H�F�X�U�L�W�\��
�U�L�V�N�V���W�K�D�W���F�R�P�H���Z�L�W�K���D�O�O�R�Z�L�Q�J���%�<�2�'�����7�R���D�F�K�L�H�Y�H���W�K�L�V���W�\�S�H���R�I���S�R�O�L�F�\�����\�R�X���P�X�V�W��
do the following: 

�,�G�H�Q�W�L�I�\���W�K�H���G�H�Y�L�F�H�V���W�K�D�W���Z�L�O�O���E�H���S�H�U�P�L�W�W�H�G���D�Q�G���V�X�S�S�R�U�W�H�G���E�\���\�R�X�U���F�R�P�S�D�Q�\����
�&�D�W�H�J�R�U�L�]�H���D�S�S�U�R�Y�H�G���G�H�Y�L�F�H�V���E�\���R�S�H�U�D�W�L�Q�J���V�\�V�W�H�P�����P�R�G�H�O�����D�Q�G���D�J�H�����$�W���W�K�H��
�Y�H�U�\���O�H�D�V�W�����S�H�U�V�R�Q�D�O���J�D�G�J�H�W�V���V�K�R�X�O�G���E�H���X�S���W�R���G�D�W�H���D�Q�G���F�R�P�S�D�W�L�E�O�H���Z�L�W�K���\�R�X�U��
�R�U�J�D�Q�L�]�D�W�L�R�Q�·�V���V�\�V�W�H�P�V����

�5�H�V�W�U�L�F�W���G�H�Y�L�F�H�V���W�K�D�W���D�U�H���D�O�P�R�V�W���D���G�H�F�D�G�H���R�O�G���E�H�F�D�X�V�H���W�K�H�\���D�U�H���P�R�U�H���O�L�N�H�O�\���W�R��
�K�D�Y�H���S�H�U�I�R�U�P�D�Q�F�H���L�V�V�X�H�V���D�Q�G���E�U�H�D�N���G�R�Z�Q�����'�R���W�K�H���V�D�P�H���I�R�U���J�D�G�J�H�W�V���U�X�Q�Q�L�Q�J��
unsupported operating systems because their lack of security patches can 
�H�[�S�R�V�H���\�R�X�U���,�7���V�\�V�W�H�P�V���W�R���F�\�E�H�U�D�W�W�D�F�N�V��

1. Make a list of approved devices

�0�'�0���V�R�O�X�W�L�R�Q�V���O�L�N�H���0�L�F�U�R�V�R�I�W���(�Q�G�S�R�L�Q�W���0�D�Q�D�J�H�U and �%�O�D�F�N�%�H�U�U�\���8�(�0 are 
�G�H�V�L�J�Q�H�G���W�R���K�H�O�S���,�7���G�H�S�D�U�W�P�H�Q�W�V���P�R�Q�L�W�R�U�����P�D�Q�D�J�H�����D�Q�G���V�H�F�X�U�H��
�F�R�P�S�D�Q�\���U�H�J�L�V�W�H�U�H�G���P�R�E�L�O�H���G�H�Y�L�F�H�V����

�7�K�L�V���V�R�O�X�W�L�R�Q���K�D�V���W�Z�R���N�H�\���F�R�P�S�R�Q�H�Q�W�V�����D�Q���0�'�0���D�J�H�Q�W���L�Q�V�W�D�O�O�H�G���R�Q���D���G�H�Y�L�F�H��
�D�Q�G���D�Q���0�'�0���V�H�U�Y�H�U�����,�7���D�G�P�L�Q�L�V�W�U�D�W�R�U�V���P�D�Q�D�J�H���F�\�E�H�U�V�H�F�X�U�L�W�\���P�H�D�V�X�U�H�V��
through the server and transmit these to personal devices that have the agent 
�L�Q�V�W�D�O�O�H�G���R�Q���W�K�H�P�����7�K�L�V���J�L�Y�H�V���,�7���D�G�P�L�Q�V���W�K�H���D�E�L�O�L�W�\���W�R���V�H�S�D�U�D�W�H���F�R�U�S�R�U�D�W�H���D�Q�G��
�S�H�U�V�R�Q�D�O���D�S�S�V���R�Q���D���X�V�H�U�·�V���G�H�Y�L�F�H�����,�W���D�O�V�R���H�Q�D�E�O�H�V���W�K�H�P���W�R���Z�L�S�H���F�R�P�S�D�Q�\���G�D�W�D��
from a mobile device while keeping personal data intact if a user opts out of 
�0�'�0���R�U���O�H�D�Y�H�V���W�K�H���F�R�P�S�D�Q�\��

�2�W�K�H�U���0�'�0���I�H�D�W�X�U�H�V���L�Q�F�O�X�G�H��

•  Application whitelisting/allowlisting and blacklisting/blocklisting:  
�$�O�O�R�Z�V���D�F�F�H�V�V���W�R���F�R�P�S�D�Q�\���S�H�U�P�L�W�W�H�G���D�S�S�O�L�F�D�W�L�R�Q�V���Z�K�L�O�H���E�O�R�F�N�L�Q�J��
applications deemed unsafe by security experts

2. Implement mobile device management (MDM) software

Fix: Develop a BYOD policy that works

www.grittechs.com
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•  Device inventory: ���'�L�V�S�O�D�\�V���D���G�H�W�D�L�O�H�G���O�L�V�W���R�I���H�D�F�K���G�H�Y�L�F�H�·�V���K�D�U�G�Z�D�U�H��
�V�S�H�F�L�I�L�F�D�W�L�R�Q�V�����R�S�H�U�D�W�L�Q�J���V�\�V�W�H�P�V�����D�Q�G���S�D�W�F�K�H�V���V�R���,�7���D�G�P�L�Q�V���F�D�Q��
easily provide support when issues arise

•  Remote troubleshooting:  Allows IT admins to remotely scan devices 
�I�R�U���L�V�V�X�H�V���D�Q�G���T�X�L�F�N�O�\���U�H�V�R�O�Y�H���V�X�F�K���L�V�V�X�H�V

•  Over-the-air distribution: ���/�H�W�V���,�7���D�G�P�L�Q�V���G�L�V�W�U�L�E�X�W�H���X�S�G�D�W�H�V���D�Q�G��
�V�H�F�X�U�L�W�\���S�D�W�F�K�H�V���W�R���D�O�O���F�R�P�S�D�Q�\���U�H�J�L�V�W�H�U�H�G���G�H�Y�L�F�H�V

•  Password policies: ���(�Q�F�R�X�U�D�J�H�V���X�V�H�U�V���W�R���V�H�W���V�W�U�R�Q�J���D�Q�G���X�Q�L�T�X�H��
passwords to prevent account takeover

•  Location tracking: ���/�H�W�V���,�7���D�G�P�L�Q�V���P�R�Q�L�W�R�U���D���G�H�Y�L�F�H�·�V���F�X�U�U�H�Q�W���O�R�F�D�W�L�R�Q��

Acceptable use policies refer to what employees are allowed to do with 
�F�R�P�S�D�Q�\���G�D�W�D���R�Q���F�R�P�S�D�Q�\���U�H�J�X�O�D�W�H�G���G�H�Y�L�F�H�V�����7�K�H�V�H���P�X�V�W���F�R�Y�H�U���W�K�H���W�\�S�H�V���R�I��
data employees are allowed to access and share outside the corporate 
�Q�H�W�Z�R�U�N�����<�R�X�U���S�R�O�L�F�L�H�V���V�K�R�X�O�G���D�O�V�R���G�H�I�L�Q�H���Z�K�L�F�K���Z�H�E�V�L�W�H�V���D�Q�G���D�S�S�O�L�F�D�W�L�R�Q�V���D�U�H��
�I�R�U�E�L�G�G�H�Q���G�X�U�L�Q�J���F�R�P�S�D�Q�\���W�L�P�H�����H���J�������V�R�F�L�D�O���P�H�G�L�D���Z�H�E�V�L�W�H�V�����J�D�P�H�V����

�,�Q�I�R�U�P���\�R�X�U���H�P�S�O�R�\�H�H�V���W�K�D�W���W�K�H���F�R�P�S�D�Q�\���F�D�Q���D�Q�G���Z�L�O�O���P�R�Q�L�W�R�U�����D�F�F�H�V�V�����D�Q�G��
delete information from employee devices for the sake of the company's 
�V�H�F�X�U�L�W�\���D�Q�G���S�U�R�G�X�F�W�L�Y�L�W�\�����D�Q�G���Z�K�D�W���W�K�H���F�R�Q�V�H�T�X�H�Q�F�H�V���D�U�H���I�R�U���Y�L�R�O�D�W�L�Q�J��
�D�F�F�H�S�W�D�E�O�H���X�V�H���S�R�O�L�F�L�H�V��

3. Define acceptable use policies

The success of your BYOD policy hinges on properly communicating it to all 
�S�H�R�S�O�H���L�Q�Y�R�O�Y�H�G�����7�K�L�V���Z�D�\�����S�D�U�W�L�F�L�S�D�Q�W�V���D�U�H���D�Z�D�U�H���R�I���W�K�H�L�U���U�H�V�S�R�Q�V�L�E�L�O�L�W�L�H�V���D�Q�G��
�W�K�H���F�R�Q�V�H�T�X�H�Q�F�H�V���R�I���W�K�H�L�U���D�F�W�L�R�Q�V�����+�D�Y�H���D�O�O���S�D�U�W�L�F�L�S�D�Q�W�V���V�L�J�Q���D�Q���D�J�U�H�H�P�H�Q�W��
�V�D�\�L�Q�J���W�K�D�W���W�K�H�\���K�D�Y�H���U�H�D�G���D�Q�G���X�Q�G�H�U�V�W�R�R�G���\�R�X�U���%�<�2�'���S�R�O�L�F�\�����'�R�L�Q�J���V�R��
protects your company from liabilities associated with employees who engage 
�L�Q���L�Q�D�S�S�U�R�S�U�L�D�W�H���E�H�K�D�Y�L�R�U���X�V�L�Q�J���W�K�H�L�U���F�R�P�S�D�Q�\���U�H�J�X�O�D�W�H�G���G�H�Y�L�F�H�V��

4. Communicate your BYOD policy to all involved parties

www.grittechs.com



134 COMMON CYBERSECURITY MISTAKES ���6�0�$�/�/���%�8�6�,�1�(�6�6�(�6���6�7�,�/�/���0�$�.�(

Provide comprehensive cybersecurity training to all participants of your BYOD 
�S�U�R�J�U�D�P�����7�H�D�F�K���W�K�H�P���J�R�R�G���K�D�E�L�W�V���O�L�N�H���V�H�F�X�U�L�Q�J���W�K�H�L�U���P�R�E�L�O�H���G�H�Y�L�F�H�V���Z�L�W�K���D��
�3�,�1�����I�L�Q�J�H�U�S�U�L�Q�W���O�R�F�N�����R�U���S�D�V�V�Z�R�U�G�����D�Q�G���U�H�I�U�D�L�Q�L�Q�J���I�U�R�P���F�R�Q�Q�H�F�W�L�Q�J���W�R��
�X�Q�V�H�F�X�U�H�G���Q�H�W�Z�R�U�N�V����

5. Train your employees

Have a clear plan when employees leave the company or opt out of BYOD to 
�P�L�W�L�J�D�W�H���W�K�H���U�L�V�N���R�I���G�D�W�D���E�U�H�D�F�K�H�V�����7�K�L�V���W�\�S�L�F�D�O�O�\���L�Q�Y�R�O�Y�H�V���X�Q�L�Q�V�W�D�O�O�L�Q�J���F�R�P�S�D�Q�\��
�D�S�S�O�L�F�D�W�L�R�Q�V�����U�H�P�R�Y�L�Q�J���X�V�H�U���D�F�F�R�X�Q�W�V�����D�Q�G���G�L�V�D�E�O�L�Q�J���D�F�F�H�V�V���W�R���F�O�R�X�G��
�U�H�V�R�X�U�F�H�V�����,�I���\�R�X���Q�H�H�G���W�R���G�H�O�H�W�H���F�R�P�S�D�Q�\���G�D�W�D�����L�Q�I�R�U�P���\�R�X�U���H�P�S�O�R�\�H�H�V���I�L�U�V�W���V�R��
�W�K�H�\���F�D�Q���E�D�F�N���X�S���W�K�H�L�U���S�H�U�V�R�Q�D�O���G�D�W�D���W�R���V�H�F�X�U�H���L�W���I�U�R�P���D�F�F�L�G�H�Q�W�D�O���G�H�O�H�W�L�R�Q��

6. Create an exit plan for your employees

www.grittechs.com



4 COMMON CYBERSECURITY MISTAKES ���6�0�$�/�/���%�8�6�,�1�(�6�6�(�6���6�7�,�/�/���0�$�.�(

Mistake #4: Poor password habits

�´�S�D�V�V�Z���U�G�µ���L�V���Q�R�W���D���V�H�F�X�U�H���S�D�V�V�Z�R�U�G

Passwords have long been used as a security measure to protect online 
�D�F�F�R�X�Q�W�V���I�U�R�P���X�Q�D�X�W�K�R�U�L�]�H�G���D�F�F�H�V�V�����:�K�L�O�H���W�K�H�\���D�U�H���H�I�I�H�F�W�L�Y�H���L�Q���V�R�P�H���Z�D�\�V����
�W�K�H�\���D�U�H���V�X�V�F�H�S�W�L�E�O�H���W�R���K�D�F�N�L�Q�J�����,�Q���I�D�F�W�����9�H�U�L�]�R�Q�·�V�������������'�D�W�D���%�U�H�D�F�K��
�,�Q�Y�H�V�W�L�J�D�W�L�R�Q�V���5�H�S�R�U�W���I�R�X�Q�G���W�K�D�W���S�D�V�V�Z�R�U�G�V���F�D�X�V�H�G�����������R�I���Z�H�E���D�S�S�O�L�F�D�W�L�R�Q��
breaches�����H�L�W�K�H�U���W�K�U�R�X�J�K���V�W�R�O�H�Q���F�U�H�G�H�Q�W�L�D�O�V���R�U��brute force attacks��

�7�R���P�D�N�H���W�K�L�Q�J�V���Z�R�U�V�H�����P�D�Q�\���X�V�H�U�V���K�D�Y�H���E�D�G���S�D�V�V�Z�R�U�G���K�D�E�L�W�V�����V�X�F�K���D�V��

•  Using weak passwords: ���3�D�V�V�Z�R�U�G�V���V�X�F�K���D�V�������������������������T�Z�H�U�W�\�������D�Q�G��
"iloveyou" can easily be cracked by cybercriminals in less than a second����
�E�X�W���W�K�H�\���D�U�H���V�W�L�O�O���Z�L�G�H�O�\���X�V�H�G���W�R�G�D�\��

•  Reusing passwords:  If a person uses the same password across 
�P�X�O�W�L�S�O�H���R�Q�O�L�Q�H���D�F�F�R�X�Q�W�V���D�Q�G���W�K�D�W���S�D�V�V�Z�R�U�G���J�H�W�V���H�[�S�R�V�H�G���R�U���V�W�R�O�H�Q����
�W�K�H�Q���D�Q���D�W�W�D�F�N�H�U���F�D�Q���X�V�H���L�W���W�R���F�R�P�S�U�R�P�L�V�H���D�O�O���W�K�R�V�H���D�F�F�R�X�Q�W�V��

•  Writing down passwords: ���,�W���F�D�Q���E�H���G�L�I�I�L�F�X�O�W���W�R���U�H�P�H�P�E�H�U���S�D�V�V�Z�R�U�G�V����
�V�R���V�R�P�H���X�V�H�U�V���Z�U�L�W�H���W�K�H�P���G�R�Z�Q���R�Q���V�W�L�F�N�\���Q�R�W�H�V���R�U���W�K�H�L�U���F�R�P�S�X�W�H�U����
�8�Q�I�R�U�W�X�Q�D�W�H�O�\�����W�K�L�V���P�H�W�K�R�G���P�D�N�H�V���L�W���H�D�V�\���I�R�U���R�W�K�H�U�V���W�R���V�W�H�D�O���W�K�R�V�H��
�S�D�V�V�Z�R�U�G�V��

•  Using personal information as passwords:  Some people use 
�S�H�U�V�R�Q�D�O���G�D�W�D�����V�X�F�K���D�V���Q�D�P�H�V���R�I���I�D�P�L�O�\���P�H�P�E�H�U�V�����E�L�U�W�K���G�D�W�H�V�����V�W�U�H�H�W��
�D�G�G�U�H�V�V�H�V�����W�R�Z�Q�V�����D�Q�G���S�H�W�V�
���Q�D�P�H�V���I�R�U���W�K�H�L�U���S�D�V�V�Z�R�U�G�����'�R�L�Q�J���V�R��
�P�D�N�H�V���S�D�V�V�Z�R�U�G�V���H�D�V�\���W�R���F�U�D�F�N���V�L�Q�F�H���K�D�F�N�H�U�V���F�D�Q���H�D�V�L�O�\���D�F�T�X�L�U�H��
such personal information from social media sites and other online 
�S�O�D�W�I�R�U�P�V��
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�)�R�U�W�L�I�\�L�Q�J���\�R�X�U���E�X�V�L�Q�H�V�V�·�V���S�D�V�V�Z�R�U�G���S�R�O�L�F�L�H�V���P�L�W�L�J�D�W�H�V���W�K�H���U�L�V�N�V���R�I��
�F�\�E�H�U�F�U�L�P�L�Q�D�O�V���L�Q�I�L�O�W�U�D�W�L�Q�J���\�R�X�U���H�P�S�O�R�\�H�H�V�·���D�F�F�R�X�Q�W�V���X�V�L�Q�J���S�D�V�V�Z�R�U�G�V�����+�H�U�H��
are some things you need to do:

�3�D�V�V�S�K�U�D�V�H�V���D�U�H���D���W�\�S�H���R�I���S�D�V�V�Z�R�U�G���W�K�D�W���F�R�Q�W�D�L�Q���U�D�Q�G�R�P���G�L�F�W�L�R�Q�D�U�\���Z�R�U�G�V����
�7�K�H�V�H���W�H�U�P�V���F�D�Q���E�H���F�R�P�E�L�Q�H�G���L�Q�W�R���R�Q�H���V�W�U�L�Q�J�����H���J������
�G�X�F�N�W�D�L�O�H�G�X�F�D�W�L�R�Q�V�D�F�U�H�G�Y�H�O�Y�H�W�������V�H�S�D�U�D�W�H�G���E�\���V�S�D�F�H�V�����H���J�������´�I�R�O�O�L�F�O�H���E�D�O�F�R�Q�\��
�F�R�V�P�R�V���X�Q�H�Q�Y�L�H�G���µ���R�U���P�L�[�H�G���L�Q���Z�L�W�K���Q�X�P�E�H�U�V�����H���J������
�´�E�R�E�V�O�H�G�����X�Q�Q�D�P�H�G���M�H�O�O�\���������G�L�Y�L�V�L�R�Q�µ������

�6�L�Q�F�H���S�D�V�V�S�K�U�D�V�H�V���W�\�S�L�F�D�O�O�\���F�R�Q�W�D�L�Q���X�Q�U�H�O�D�W�H�G���Z�R�U�G�V�����W�K�H�\���D�U�H���K�D�U�G�H�U���I�R�U��
�F�\�E�H�U�F�U�L�P�L�Q�D�O�V���W�R���J�X�H�V�V���E�X�W���W�K�H�\�·�U�H���V�W�L�O�O���V�L�P�S�O�H���H�Q�R�X�J�K���I�R�U���W�K�H���D�F�F�R�X�Q�W���R�Z�Q�H�U��
�W�R���U�H�P�H�P�E�H�U�����)�R�U���L�Q�V�W�D�Q�F�H�����D�F�F�R�U�G�L�Q�J���W�R���D���S�D�V�V�S�K�U�D�V�H���J�H�Q�H�U�D�W�R�U���Z�H�E�V�L�W�H�����L�W��
will take attackers ���������������������������������F�H�Q�W�X�U�L�H�V to crack a password like 
�´�G�H�W�R�Q�D�W�H���S�X�O�V�D�W�H���D�Y�H�Q�J�H���D�O�W�L�W�X�G�H�µ���F�R�P�S�D�U�H�G���W�R�����������P�L�O�O�L�V�H�F�R�Q�G�V���I�R�U��
�´�T�Z�H�U�W�\�X�L�R�S���������µ

1. Encourage the use of passphrases

�0�)�$���V�W�U�H�Q�J�W�K�H�Q�V���\�R�X�U���R�U�J�D�Q�L�]�D�W�L�R�Q�·�V���V�H�F�X�U�L�W�\���E�\���U�H�T�X�L�U�L�Q�J���X�V�H�U�V���W�R���H�Q�W�H�U���W�Z�R��
or more factors to verify their identity when logging into their corporate 
�D�F�F�R�X�Q�W�����7�K�H�V�H���I�D�F�W�R�U�V���D�U�H���X�Q�L�T�X�H���W�R���D���X�V�H�U���D�Q�G���F�D�Q���E�H��

�(�Y�H�Q���L�I���D���K�D�F�N�H�U���J�H�W�V���D���K�R�O�G���R�I���D�Q���H�P�S�O�R�\�H�H�·�V���O�R�J�L�Q���F�U�H�G�H�Q�W�L�D�O�V�����W�K�H�\���Z�R�Q�·�W���E�H��
�D�E�O�H���W�R���D�F�F�H�V�V���W�K�H���D�F�F�R�X�Q�W���Z�L�W�K�R�X�W���S�U�R�Y�L�G�L�Q�J���W�K�H���V�X�E�V�H�T�X�H�Q�W���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q��
�I�D�F�W�R�U���V��

•  �6�R�P�H�W�K�L�Q�J���W�K�H�\���K�D�Y�H�����O�L�N�H���D���S�K�\�V�L�F�D�O���V�H�F�X�U�L�W�\���N�H�\���R�U���D���R�Q�H���W�L�P�H��
passcode 

•  �6�R�P�H�W�K�L�Q�J���W�K�H�\���N�Q�R�Z�����V�X�F�K���D�V���D���3�,�1���R�U���D�Q�V�Z�H�U���W�R���D���V�H�F�X�U�L�W�\���T�X�H�V�W�L�R�Q

•  �6�R�P�H�W�K�L�Q�J���W�K�H�\���D�U�H�����O�L�N�H���D���U�H�W�L�Q�D�O�����I�D�F�L�D�O�����Y�R�L�F�H�����R�U���I�L�Q�J�H�U�S�U�L�Q�W���V�F�D�Q

2. Implement multifactor authentication (MFA)

Fix: Revamp your password policy
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�(�G�X�F�D�W�H���\�R�X�U���H�P�S�O�R�\�H�H�V���D�E�R�X�W���W�K�H���G�D�Q�J�H�U�V���R�I���U�H�X�V�L�Q�J���W�K�H�L�U���S�D�V�V�Z�R�U�G�V��
�D�F�U�R�V�V���W�K�H�L�U���R�Q�O�L�Q�H���D�F�F�R�X�Q�W�V��

�,�I���W�K�H�\���K�D�Y�H���W�U�R�X�E�O�H���U�H�P�H�P�E�H�U�L�Q�J���W�K�H�L�U���S�D�V�V�Z�R�U�G�V�����G�H�S�O�R�\���D���S�D�V�V�Z�R�U�G��
�P�D�Q�D�J�H�U�����V�X�F�K���D�V���/�D�V�W�3�D�V�V�������3�D�V�V�Z�R�U�G�����R�U��Dashlane�����3�D�V�V�Z�R�U�G���P�D�Q�D�J�H�U�V��
�O�R�J���X�V�H�U�V���L�Q�W�R���D�S�S�O�L�F�D�W�L�R�Q�V���D�Q�G���Z�H�E�V�L�W�H�V���D�X�W�R�P�D�W�L�F�D�O�O�\�����H�O�L�P�L�Q�D�W�L�Q�J���W�K�H���Q�H�H�G���W�R��
�U�H�P�H�P�E�H�U���S�D�V�V�Z�R�U�G�V�����7�K�H�\���D�O�V�R���V�W�R�U�H���S�D�V�V�S�K�U�D�V�H�V���L�Q���D�Q���H�Q�F�U�\�S�W�H�G���Y�D�X�O�W���W�K�D�W��
�L�V���R�Q�O�\���D�F�F�H�V�V�L�E�O�H���Z�L�W�K���D���V�H�F�X�U�H���P�D�V�W�H�U���S�D�V�V�Z�R�U�G����

3. Discourage password reuse

www.grittechs.com
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Avoid these mistakes by partnering with 
GRIT

�/�H�W���X�V���K�H�O�S���\�R�X���P�D�N�H���W�K�H���U�L�J�K�W���F�\�E�H�U�V�H�F�X�U�L�W�\���P�R�Y�H�V
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�0�D�N�L�Q�J���H�Y�H�Q���R�Q�H���R�I���W�K�H���P�L�V�W�D�N�H�V���P�H�Q�W�L�R�Q�H�G���L�Q���W�K�L�V���H�%�R�R�N���F�D�Q���F�R�P�S�U�R�P�L�V�H���\�R�X�U��
�R�U�J�D�Q�L�]�D�W�L�R�Q�·�V���V�H�F�X�U�L�W�\�����<�R�X���P�D�\���W�K�L�Q�N���W�K�D�W���\�R�X�U���L�Q���K�R�X�V�H���,�7���S�H�U�V�R�Q�Q�H�O���F�D�Q���K�D�Q�G�O�H��

�W�K�H�V�H���L�V�V�X�H�V�����E�X�W���W�K�H�L�U���H�[�S�H�U�W�L�V�H���P�D�\���E�H���O�L�P�L�W�H�G�����$�Q�G���Z�K�L�O�H���\�R�X�U���G�D�W�D���P�D�\���E�H��
�S�U�R�W�H�F�W�H�G���Z�K�L�O�H���W�K�H�\���D�U�H���L�Q���W�K�H���R�I�I�L�F�H�����Z�K�D�W���L�I���D���F�\�E�H�U�D�W�W�D�F�N���K�D�S�S�H�Q�V���Z�K�L�O�H���W�K�H�\�·�U�H��

�R�X�W�"���<�R�X���Z�L�O�O���H�Q�G���X�S���Z�L�W�K���Q�R���S�U�R�S�H�U���V�X�S�S�R�U�W�����O�H�D�Y�L�Q�J���\�R�X�U���G�D�W�D���Y�X�O�Q�H�U�D�E�O�H��

�)�R�U�W�X�Q�D�W�H�O�\�����W�K�H�U�H�·�V���D���V�R�O�X�W�L�R�Q�����P�D�Q�D�J�H�G���,�7���V�H�U�Y�L�F�H�V���S�U�R�Y�L�G�H�U�V���O�L�N�H���*�5�,�7�����:�H���F�D�Q��
function as your outsourced IT department through our professional team of experts 
�Z�K�R���Z�L�O�O���P�D�L�Q�W�D�L�Q���D�Q�G���P�R�Q�L�W�R�U���\�R�X�U���,�7���L�Q�I�U�D�V�W�U�X�F�W�X�U�H���I�R�U���F�\�E�H�U�W�K�U�H�D�W�V�����������������������7�K�L�V��
�Z�D�\�����\�R�X�·�O�O���E�H���S�U�R�W�H�F�W�H�G���H�Y�H�Q���L�I���\�R�X���V�X�I�I�H�U���I�U�R�P���D�Q�\���F�\�E�H�U�D�W�W�D�F�N���G�X�U�L�Q�J���R�I�I���K�R�X�U�V����

�:�K�D�W�·�V���P�R�U�H�����Z�H���F�D�Q���S�U�R�Y�L�G�H���E�R�W�K���R�Q���V�L�W�H���D�Q�G���U�H�P�R�W�H���,�7���V�X�S�S�R�U�W��

�7�K�H���E�H�V�W���S�D�U�W�"���:�H���Z�L�O�O���R�Q�O�\���F�K�D�U�J�H���\�R�X���D���I�O�D�W���P�R�Q�W�K�O�\���I�H�H���W�K�D�W�·�V���P�R�U�H���F�R�V�W���H�I�I�H�F�W�L�Y�H��
�W�K�D�Q���S�D�\�L�Q�J���D���P�R�Q�W�K�O�\���V�D�O�D�U�\���W�R���D���I�X�O�O���W�L�P�H���,�7���V�W�D�I�I����

www.grittechs.com

Phone: Detroit 586.286.8324/ Grand Rapids 616.251.1117     �(�P�D�L�O�� info@go.grittechs.com

WE ASSURE YOU THAT PARTNERING WITH US WILL NOT 
BE A MISTAKE. CONTACT US TODAY!


