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SECURITY MISTAKES 60$// %86,1(66(6 67,// 0%.(

Small businesses are not as safe as they
think they are

&\EHUFULPLQDOV VSDUH QR RQH

7TKHUH:-V D SRSXODU QRWLRQ WKDW RQO\ ODUJH EXVLQH
,W-V HDV\ WR VHH KRZ WKLV P\WK FDPH DERXW 3 WKH EL
PRUH YDOXDEOH GDWD LW KROGYV

+RZHYHU WKH UHDOLW\ LV WKDW DOO EXVLQHVVHV 3 HY
IURP F\EHUDWWDFNV

Why? Because many small business owners believe they have nothing

YDOXDEOH IRU F\EHUFULPLQDOV WR VWHDO WKH\ KDUG

makes them easier to infiltrate than large businesses that invest in robust
WHFKQRORJ\

$QG \HW PDQ\ VPDOO EXVLQHVV RZQHUV IHHO FRQILGH(
HIIRUWV ,Q D VXUYH\ E\ &1%& DQ GeSRMRIEMIWL Y H R
H[SUHVVHG QR FRQFHUQ DERXW VXIIHULQJ D GDWD EUHI
$OPRVW ZHUH FHUWDLQ WKDW WKH\ FRXOG TXLFNO\ L
RQO\ DGPLWWHG WR KDYLQJ D UHVSRQVH SODQ LQ FLC

These are just some of the mistakes that increase small businesses' risk of
VXIITHULQJ D F\EHUDWWDFN ,Q WKLV H%RRN ZH-OO WDN
F\EHUVHFXULW\ PLVWDNHYV DQG KRZ \RX FDQ UHVROYH W
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https://www.cnbc.com/2021/08/10/main-street-overconfidence-small-businesses-dont-worry-about-hacking.html
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Mistake #1: Failing to train staff in
cybersecurity

One employee mistake can endanger your business

,Q WKH UHDOP RI F\EHUVHFXULW\ HPSOR\HHV DUH W\SL|
OLQN <RXU EXVLQHVV FDQ LPSOHPHQW PXOWLSOH VHFX
F\EHUDWWDFNV EXW DOO LW WDNHV LV RQH HPSOR\HH "
FRPSURPLVH \RXU ,7 VIVWHPYV ,Q IDFW_DRUBBKHQ@W VWXC
breaches are caused by staff error

6RPH VD\ KRZHYHU WKDW LW:V XQIDLU WR FDOO HPSOR
because it throws blame at them when managers also have a role to play in
PDNLQJ HYHU\RQH RQ WKH WHDP PRUH DZDUH RI F\EHUV

Fix: Conduct an effective cybersecurity
awareness training program

S\EHUVHFXULW\ DZDUHQHVYVY WUDLQLQJ DLPV WR HGXFDYV
cybersecurity problems and the roles they play in preventing and addressing
WKHVH

Training provides the following benefits:

* Reduced risk of data breaches: Various cyberthreats use social
HQJLQHHULQJ WHFKQLTXHV WR WULFN SHRSOH LQWR
DQG GRZQORDGLQJ PDOLFLRXV SURJUDPV 7UDLQLQJ
cybersecurity best practices will make them less likely to fall for these
WDFWLFV
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https://cisomag.eccouncil.org/psychology-of-human-error-could-help-businesses-prevent-security-breaches/
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* Increased clienttrust: &\EHUVHFXULW\ DZDUHQHVYVY WUDLQLQ
\RXU RUJDQL]DWLRQ:-V DELOLW\ WR VHFXUH FRQILGH(
Having the necessary cybersecurity certifications and credentials will
PDNH \RXU FOLHQWY PRUH OLNHO\ WR WUXVW DQG G|

e Time and money saved: &\EHUVHFXULW\ WUDLQLQJ DOORZV \|
IT staff to focus on more valuable things instead of spending time
IL[LQJ WKH GDPDJHV FDXVHG E\ D F\EHUDWWDFN

$OVR D UHFHQW ,%0 VWXGd&kabhhaGbs/dBRYHUHG WKDW
RUIJDQLIDWLRQV DQ DYHUDHQRXIJK WRLOKAW®D EXVLQH
GRZQ ,I \RXU HPSOR\HHV UHFHLYH SURSHU F\EHUVHFX
DYRLG SD\LQJ VXFK KLJK FRVWYV

(QVXUH WKH VXFFHVV RI F\AEHUVHFXULW\ WUDLQLQJ E\ G

1. Assess your current cybersecurity landscape

Have your staff answer cybersecurity awareness surveys 7KHLU DQVZHUV ZLO
SURYLGH FULWLFDO LQIRUPDWLRQ RQ ZKLFK DUHDV RI1 \
initiatives are deficient and how you can fix them

(QVXUH HYHU\ERG\:V SDUWLFLSDWLRQ

(YHU\RQH LQ \RXU FRPSDQ\ 3 UHJDUGOHVV RI SRVLWLRQ
SDUWLFLSDWH LQ \RXU F\EHUVHFXULW\ DZDUHQHVYV WUL
F\EHUVHFXULW\ HYHU\RQH:-V UHVSRQVLELOLW\ \RXU VW]
LQ SURWHFWLQJ \RXU EXVLQHVYV IURP F\EHUDWWDFNYV

3. Be transparent

%HIRUH FRQGXFWLQJ F\EHUVHFXULW\ WUDLQLQJ FDOO |
HPDLO H[SODLQLQJ LWV LPSRUWDQFH DQG JRDOV DQG KRz

'XULQJ WKH WUDLQLQJ DOzZD\V NHHS \RXU HPSOR\HHV L

future training plans and the progress the team has made since the training
EHJDQ

www.grittechs.com
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https://securityintelligence.com/web-stories/cost-of-a-data-breach-2021/
https://online.fliphtml5.com/ugpo/xtmr/#p=2
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4. Make the training relatable and fun

'RQ-W MXVW FUHDWH VOLGHVKRZV IRU \RXU F\EHUVHFXU
FDOO LW D GD\ DV WKHVH PD\ QRW UHVRQDWH ZHOO ZL)\
FXVWRPL]H \RXU F\EHUVHFXULW\ WUDLQLQJ SURJUDPV E
LOQWHUHVWY DQG F\EHUVHFXULW\ NQRZOHGJH OHYHOV

EHFRPH PRUH HIIHFWLYH LI \RXU VWDII FDQ UHODWH ZL\

$OWHUQDWLYHO\ \RX FDQ JDPLI\ \RXU WUDLQLQJ SURJU
DQG WR PRWLYDWH \RXU HPSOR\HHV WR GR WKHLU SDUV
F\EHUVHFXULW\ LQLWLDWLYHV +HUH DUH VRPH LGHDV V

e Cybersecurity Lab: ,Q WKLV JDPH S OdDardiiev ti@ EyHec W R

defenses of a company experiencing sophisticated cyberattacks by
FUDFNLQJ SDVVZRUGV DQG ZULWLQJ FRGH

e Cyber-awareness challenge: 7KLV JDPH GHVLJQHG E\ WKH 86
'"HSDUWPHQW RI "HIHQVH UWpHhdXddwadheSSOID\HUV WR

cybersecurity issues and practice good cyber hygiene to prevent future
HYHQWY IURP KDSSHQLQJ

* Cyberattack simulations: 6WDJH D PDOZDUH DWWDFN WR VHH
\RXU HPSOR\HHV FDQ SUHYHQW WKHLU V\VWHPV IURP
can also send a fake phishing email to everyone and see who falls for
LW 5HZDUG WKRVH ZKR GLG ZHOO DQG SURYLGH D U
ZKR IDLOHG
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https://www.pbs.org/wgbh/nova/labs/lab/cyber/
https://public.cyber.mil/training/cyber-awareness-challenge/
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5. Update and train frequently

Always review and revise your training materials and goals to keep them
DFFXUDWH DQG XSGDWHG DFFRUGLQJ WR F\EHUFULPLQD

,W-V DOVR LGHDO WR FRQGXFW F\EHUVHFXULW\ DZDUHQ
VWXG\ E\ QRQSURILW RUJDQL]DWLRQ 86(1,; HPSOR\HHV
HPDLO LGHQWLILFDWLRQ WUDLQLQJ ZKHUH WKH\ ZHUH W
WR PROQOWK LQWHUYDOV :KLOH WKH UHVSRQGHQWYV HD

IRXU PRQWKYV DIWHU aMKdd fokhBtihh QHaQdey WalknEd after
VL[ PRQWKYV

:KLOH F\EHUVHFXULW\ DZDUHQHVY WUDLQLQJ IUHTXHQF
RUJDQL]DWLRQV \RX FDQ XVH WKH VWXG\-V IRXU WR VL
VWDUWLQJ SRLQW $W ILUVW \RX PLJKW QHHG WR WUDL
FDQ TXLFNO\ UHWDLQ YLWDO LQIRUPDWLRQ DQG GHYHOI

DV \RXU VWDIlI SHUIRUP EHWWHU LQ WHVWV \RX FDQ FR
IUHTXHQWO\
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https://www.usenix.org/system/files/soups2020-reinheimer_0.pdf
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Mistake #2: Not having a disaster recovery plan

All businesses must have one

‘'LVDVWHUV VXFK DV F\EHUDWWDFNV QDWXUDO FDODPLYV
VRIWZDUH IDLOXUHY DUH XQSUHGLFWDEOH )RU LQVWDC
WKDW WKH &29,' SDQGHPLF ZRXOG WDNH D WROO RQ V
EXVLQHVVHV ZRUOGZLGH

$QG VLQFH PDQ\ HPSOR\HHV ZRUN IURP KRPH WRGD\ WK
LOWHUQHW FRQQHFWLRQ WR DFFHVV FRUSRUDWH DSSOL
FRQQHFWLRQ LVQ-W DV VHFXUH DV FRUSRUDWH RQHV K
DW ULVN RI IDOOLQJ YLFWLP WR F\EHUDWWDFNYV

W-vV WKHUHIRUH HVVHQWLDO WR KDYH D SURSHU GLVDYV
BQIRUWXRDWHO\RI RUJDQL]IDWLRQV KDYH D FRPSDQ\ ZL
If a business is unable to recover its data and systems after a major

F\EHUDWWDFN LW UXQV WKH ULVN RI SD\LQJ KHIW\ ILQF
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https://cyber-reports.com/2021/06/29/only-54-of-organizations-have-a-company-wide-disaster-recovery-plan-in-place/
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Fix: Make disaster recovery planning a priority

Take these steps to ensure that your business stays afloat when a disaster
KLWYV

1. Identify your most crucial assets

$VVHVV \RXU SURFHVVHY DQG IDFLOLWLHYVY WR GHWHUPL
KDUGZDUH DUH QHHGHG WR NHHS \RXU EXVLQHVV RSHULI

<RX DOVR QHHG WR HVWDEOLVK D UHFRYHU\ SRLQW REM
WLPH REMHFWLYH 572 IRU \RXU FUXFLDO DVVHWV 532
\RXU FRPSDQ\ FDQ DIIRUG WR ORVH 6R LI \RX FDQ RQO\
ZRUWK RI GDWD \RXU V\VWHPV KDYH WR EHFRPH IXQFW,
GRZQWLPH

572 RQ WKH RWKHU KDQG LV WKH PD[LPXP WLPH LW WD
V\VWHPV DIWHU D GLVDVWHU <RXU 572 FDQ EH DV VKRU

KLJK SULRULW\ DSSOLFDWLRQV DV ORi@¥FEDV \RXU ,7 GHS
solution

2. Create triplicate copies of your data

<RXU EXVLQHVYVY QHHGVY WR KDYH DW OHDVW WKUHH FRSI
LV WKH RULJLQDO YHUVLRQ WKDW \RX FXUUHQWO\ XVH

RQ VLWH EDFNXS VDYHG RQ D GLVF KDUG GULYH RU VH
DQ RIl VLWH EDFNXS W\SLFDOO\ KRVWHG RQ WKH FORXG

'LWK \RXU RQ VLWH FRS\ \RX FDQ TXLFNO\ UHVWRUH GD
DFFHVV WR \RXU ILOHV 21l VLWH EDFNXSV FRPH LQ KDQ
EHFRPHV XQDYDLODEOH EHFDXVH RI GDWD FRUUXSWLRQ

21l VLWH EDFNXSV VKRXOG EH VWRUDMGOHD EWWD FPHQM\H
from where you keep your primary copy 7KLV ZD\ LQ WKH HYHQW RI D (
KLWWLQJ \RXU DUHD \RXU RIl VLWH EDFNXSV ZRQ W EH
backups also ensure you have clean copies of your data in case your

V\VWHPYV DUH LQIHFWHG E\ UDQVRPZDUH

www.grittechs.com
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https://searchstorage.techtarget.com/definition/failover
https://cloud.google.com/blog/products/storage-data-transfer/guide-data-protection-offerings-google-cloud
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3. Develop a disaster recovery communications plan

+DYLQJ D FRPPXQLFDWLRQV SODQ ZLOO KHOS \RX PDLQV
FXVWRPHUV:- DQG VWDNHKROGHUV:- WUXVW LQ FDVH GL\
create one:

www.grittechs.com

Put people in charge of specific tasks. (DFK GHSDUWPHQW VKRXOG
have a point of contact who will communicate essential information to

WKHLU WHDPPDWHY $OVR DVVLJQ D WHDP WR RYHU)
FRPPXQLFDWLRQV

Gather essential information. &ROOHFW \RXU HPSOR\HHV:- SKRQ
QXPEHUV HPDLO DGGUHVVHV DQG KRPH DGGUHVVHYV
SURYLGH DW OHDVW RQH HPHUJHQF\ FRQWDFW 6DYH
FROOHFWHG LQ WKH FORXG VR LWV DOZD\V DFFHVVL

Prioritize. Address first the concerns of employees and customers
ZKR ZHUH GLUHFWO\ LPSDFWHG E\ D GLVDVWHU <RX
HOVH V LVVXHV DIWHU

Create templates. & RPPXQLFDWLRQ WHPSODWHY PDNH LW H
EURDGFDVW \RXU PHVVDJH WR GLITHUHQW JURXSV G X
LQVWDQFH \RX FDQ KDYH D FRPPXQLFDWLRQ WHPSO|
HPSOR\HHV VKRXOG ZRUN GXULQJ D GLVDVWHU ZKR
FRQWDFW DQG ZKDW LQIRUPDWLRQ WKH\ UH DOORZH
OHDQZKLOH \RXU FXVWRPHUV KDYH WR NQRZ LI WKH!
GLVDVWHU DQG QHHG WR WDNH DQ\ DFWLRQV

Make sure everyone knows about your plan. &DOO IRU D PHHWLQJ
UHJDUGLQJ \RXU GLVDVWHU UHFRYHU\ SODQ VR WKD\)
(QVXUH WKDW RQH RU PRUH FRSLHV RI WKH SODQ DU
site and inform the appropriate people where and how these can be

DFFHVVHG

=]
=
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4. Train your employees and test your recovery procedures

<RXU ZRUNHUV DUH YXOQHUDEOH WR F\EHUDWWDFENYV VI
WKHP LQ GLVDVWHU UHFRYHU\ EHVW SUDFWLFHV )RU LC
SOXJIJLQJ LQ XQYHWWHG 86% GHYLFHV DQG RWKHU VWRI
FRPSXWHUV RU PRELOH GHYLFHV DV WKHVH FDQ FRQWD

<RX PXVW DOVR IUHTXHQWO\ KROG GU\ UXQV RI \RXU GL
\RXU HPSOR\HHV LQYROYHG VR WKH\ ZLOO NQRZ ZKDW W

5. Conduct a postmortem

$IWHU UHFRYHULQJ IURP D GLVDVWHU FDOO IRU DQ LQF
WHDP 'LVFXVV KRZ DQG ZK\ WKH LQFLGHQW KDSSHQHG
PHDVXUHVY WDNHQ WR DGGUHVV WKH LQFLGHQW DQG ZK
LW IURP KDSSHQLQJ DJDLQ

www.grittechs.com
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Mistake #3: Weak bring your own device
(BYOD) policies

Allowing the use of personal devices for work can be dangerous

7JRGD\ HPSOR\HHV XVH WKHLU SHUVRQDO ODSWRSV VPLC
ZRUN 1RW RQO\ LV WKLV FRQYHQLHQW EXW LW DOVR D
ORFDWLRQ ZLWK DQ LQWHUQHW FRQQHFWLRQ 7R UHJXO
PDQ\ FRPSDQLHV LPSOHPHQW D %<2' SROLF\ D VHW RI J
SURSHU XVH RI HPSOR\HH RZQHG GHYLFHYV

A proper BYOD policy ensures the security of your company data even if your
HPSOR\HHV DFFHVV LW WKURXJK WKHLU SHUVRQDO GHY|
SRWHQWLDOO\ H[SRVHV \RXU FRQILGHQWLDO LQIRUPDWI

JRU HIDPSOH LI \RXU HPSOR\HHV XVH D SXEOLF :L )L FR
H[ISORLW LW WR DFFHVV \RXU FRUSRUDWH QHWZRUN 2U
DUH PLVSODFHG RU ORVW WKHVH PD\ IDOO LQ WKH KDQ
WKHVH GHYLFHV:- VHFEXULW\ WR DFFHVV FULWLFDO GDWDE L

www.grittechs.com M
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Fix: Develop a BYOD policy that works

+DYLQJ D ZHOO URXQGHG SROLF\ FDQ KHOS \RXU EXVLQI
ULVNV WKDW FRPH ZLWK DOORZLQJ %<2' 7R DFKLHYH WI
do the following:

1. Make a list of approved devices

, GHQWLI\ WKH GHYLFHVY WKDW ZLOO EH SHUPLWWHG DQC
&DWHJRUL]H DSSURYHG GHYLFHV E\ RSHUDWLQJ V\VWHP
YHU\ OHDVW SHUVRQDO JDGJHWV VKRXOG EH XS WR GD
RUJDQL]DWLRQ:V VA\VWHPV

SHVWULFW GHYLFHV WKDW DUH DOPRVW D GHFDGH ROG
KDYH SHUIRUPDQFH LVVXHY DQG EUHDN GRZQ 'R WKH V
unsupported operating systems because their lack of security patches can
H[SRVH \RXU ,7 V\VWHPV WR F\EHUDWWDFNYV

2. Implement mobile device management (MDM) software

0'0 VROXWLRQNURIMNRHW (Q G S Fahd) % OTCFNDaIHH e \ 8 (0
GHVLIQHG WR KHOS ,7 GHSDUWPHQWY PRQLWRU PDQDJI
FRPSDQ\ UHJLVWHUHG PRELOH GHYLFHV

7KLV VROXWLRQ KDV WZR NH\ FRPSRQHQWY DQ 0'0 DJHC
DQG DQ 0'0 VHUYHU ,7 DGPLQLVWUDWRUYV PDQDJH F\EHL
through the server and transmit these to personal devices that have the agent
LQVWDOOHG RQ WKHP 7KLV JLYHV ,7 DGPLQV WKH DELO
SHUVRQDO DSSV RQ D XVHU:V GHYLFH ,W DOVR HQDEOH
from a mobile device while keeping personal data intact if a user opts out of

0'0 RU OHDYHV WKH FRPSDQ\

2WKHU 0'0 IHDWXUHYVY LQFOXGH

» Application whitelisting/allowlisting and blacklisting/blocklisting:
$OORZV DFFHVV WR FRPSDQ\ SHUPLWWHG DSSOLFDW!
applications deemed unsafe by security experts

www.grittechs.com
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https://endpoint.microsoft.com/
https://www.blackberry.com/us/en/products/blackberry-uem
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» Deviceinventory: 'LVSOD\V D GHWDLOHG OLVW RI HDFK GH"
VSHFLILFDWLRQV RSHUDWLQJ V\VWHPVY DQG SDWFKF
easily provide support when issues arise

* Remote troubleshooting:  Allows IT admins to remotely scan devices
IRU LVVXHYVY DQG TXLFNO\ UHVROYH VXFK LVVXHV

e Qver-the-air distribution: IHWV 7 DGPLQV GLVWULEXWH XSGD\
VHFXULW\ SDWFKHV WR DOO FRPSDQ\ UHJLVWHUHG G

» Password policies: (QFRXUDJHV XVHUV WR VHW VWURQJ DQ
passwords to prevent account takeover

e Location tracking: /HWV ,7 DGPLQV PRQLWRU D GHYLFH-V F)

3. Define acceptable use policies

Acceptable use policies refer to what employees are allowed to do with
FRPSDQ\ GDWD RQ FRPSDQ\ UHJXODWHG GHYLFHV 7KHV!
data employees are allowed to access and share outside the corporate
QHWZRUN <RXU SROLFLHV VKRXOG DOVR GHILQH ZKLFK
IRUELGGHQ GXULQJ FRPSDQ\ WLPH H J VRFLDO PHGLD

,QIRUP \RXU HPSOR\HHVY WKDW WKH FRPSDQ\ FDQ DQG ZlI
delete information from employee devices for the sake of the company's

VHFEXULW\ DQG SURGXFWLYLW\ DQG ZKDW WKH FRQVHTX
DFFHSWDEOH XVH SROLFLHYV

4. Communicate your BYOD policy to all involved parties

The success of your BYOD policy hinges on properly communicating it to all

SHRSOH LQYROYHG 7KLV zZD\ SDUWLFLSDQWY DUH DzDU
WKH FRQVHTXHQFHV RI WKHLU DFWLRQV +DYH DOO SDU
VD\LQJ WKDW WKH\ KDYH UHDG DQG XQGHUVWRRG \RXU
protects your company from liabilities associated with employees who engage

LQ LQDSSURSULDWH EHKDYLRU XVLQJ WKHLU FRPSDQ\ U

www.grittechs.com
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5. Train your employees

Provide comprehensive cybersecurity training to all participants of your BYOD

SURJUDP 7HDFK WKHP JRRG KDELWY OLNH VHFXULQJ WK
3,1 ILQJHUSULQW ORFN RU SDVVZRUG DQG UHIUDLQLQ
XQVHFXUHG QHWZRUNYV

6. Create an exit plan for your employees

Have a clear plan when employees leave the company or opt out of BYOD to

PLWLJDWH WKH ULVN RI GDWD EUHDFKHYV 7KLV W\SLFDO
DSSOLFDWLRQV UHPRYLQJ XVHU DFFRXQWYVY DQG GLVDE
UHVRXUFHV ,I \RX QHHG WR GHOHWH FRPSDQ\ GDWD LC
WKH\ FDQ EDFN XS WKHLU SHUVRQDO GDWD WR VHFXUH

< >

7%

| - ;
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Passwords have long been used as a security measure to protect online

DFFRXQWYV IURP XQDXWKRUL]J]HG DFFHVV :KLOH WKH\ DU
WKH\ DUH VXVFHSWLEOH WR KDFNLQJ ,Q IDFW 9HUL]JRQ
,QYHVWLIJDWLRQV 585RYVWRIRX\Q 6 DWK B W Rl ZHE DSSOL
breaches HLWKHU WKURXJK VWR® Qe ElddhkGHQWLDOV RU

7R PDNH WKLQJV ZRUVH PDQ\ XVHUV KDYH EDG SDVVZRL

e Using weak passwords: 3DVVZRUGV VXFK DV TZHUW\
"iloveyou" can easily be cracked by cybercriminals in less than a second
EXW WKH\ DUH VWLOO ZLGHO\ XVHG WRGD\

* Reusing passwords: If a person uses the same password across
PXOWLSOH RQOLQH DFFRXQWYVY DQG WKDW SDVVZRUG
WKHQ DQ DWWDFNHU FDQ XVH LW WR FRPSURPLVH DC

* Writing down passwords: W FDQ EH GLIILFXOW WR UHPHPEHU
VR VRPH XVHUV ZULWH WKHP GRZQ RQ VWLFN\ QRWH)
8QIRUWXQDWHO\ WKLV PHWKRG PDNHV LW HDV\ IRU I
SDVVZRUGYV

» Using personal information as passwords: Some people use
SHUVRQDO GDWD VXFK DV QDPHV RI IDPLO\ PHPEHUYV
DGGUHVVHVY WRZQV DQG SHWV QDPHV IRU WKHLU S
PDNHV SDVVZRUGY HDV\ WR FUDFN VLQFH KDFNHUV F
such personal information from social media sites and other online
SODWIRUPYV

| - ;
www.grittechs.com H
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Fix: Revamp your password policy

JRUWLI\LQJ \RXU EXVLQHVV:V SDVVZRUG SROLFLHV PLWL
F\EHUFULPLQDOV LQILOWUDWLQJ \RXU HPSOR\HHV:- DFFR
are some things you need to do:

1. Encourage the use of passphrases

3DVVSKUDVHV DUH D W\SH RI SDVVZRUG WKDW FRQWDLQ
7KHVH WHUPV FDQ EH FRPELQHG LQWR RQH VWULQJ H J
GXFNWDLOHGXFDWLRQVDFUHGYHOYHW VHSDUDWHG E\
FRVPRV XQHQYLHG p RU PL[HG LQ ZLWK QXPEHUV H J
"EREVOHG XQQDPHG MHOO\ GLYLVLRQu

6LQFH SDVVSKUDVHY W\SLFDOO\ FRQWDLQ XQUHODWHG
F\EHUFULPLQDOV WR JXHVV EXW WKH\-UH VWLOO VLPSOI
WR UHPHPEHU )RU LQVWDQFH DFFRUGLQJ WR D SDVVSK
will take attackers FHQ Wtd track & password like

"GHWRQDWH SXOVDWH DYHQJH DOWLWXGHu FRPSDUHG V
"TZHUW\XLRS V]

2. Implement multifactor authentication (MFA)

0)$ VWUHQIJWKHQV \RXU RUJDQL]DWLRQ-V VHFXULW\ E\ U
or more factors to verify their identity when logging into their corporate
DFFRXQW 7KHVH IDFWRUV DUH XQLTXH WR D XVHU DQG

e 6RPHWKLQJ WKH\ KDYH OLNH D SK\VLFDO VHFXULW\ |
passcode

* 6RPHWKLQJ WKH\ NQRZ VXFK DV D 3,1 RU DQVZHU WF
* 6RPHWKLQJ WKH\ DUH OLNH D UHWLQDO IDFLDO YR
(YHQ LI D KDFNHU JHWV D KROG RI DQ HPSOR\HH:-V ORJL

DEOH WR DFFHVV WKH DFFRXQW ZLWKRXW SURYLGLQJ W
IDFWRU V

www.grittechs.com ] ILH
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3. Discourage password reuse

(GXFDWH \RXU HPSOR\HHV DERXW WKH GDQJHUV RI UHX\
DFURVV WKHLU RQOLQH DFFRXQWYV

, | WKH\ KDYH WURXEOH UHPHPEHULQJ WKHLU SDVVZRUG
PDQDJHU VOORKND M3/DB/NVV ZR BEJ@shlane 3DVVZRUG PDQDJHUYV

ORJ XVHUV LQWR DSSOLFDWLRQV DQG ZHEVLWHYV DXWRP
UHPHPEHU SDVVZRUGY 7KH\ DOVR VWRUH SDVVSKUDVH)\
LV RQO\ DFFHVVLEOH ZLWK D VHFXUH PDVWHU SDVVZRU

www.grittechs.com




ODNLQJ HYHQ RQH RI WKH PLVWDNHY PHQWLRQHG LQ WKL\
RUJDQL]DWLRQ -V VHFXULW\ <RX PD\ WKLQN WKDW \RXU LQ
WKHVH LVVXHV EXW WKHLU H[SHUWLVH PD\ EH OLPLWHG
SURWHFWHG ZKLOH WKH\ DUH LQ WKH RIILFH ZKDW LI D F\
RXW" <RX ZLOO HQG XS ZLWK QR SURSHU VXSSRUW OHD

JRUWXQDWHO\ WKHUH:V D VROXWLRQ PDQDJHG ,7 VHUYLF
function as your outsourced IT department through our professional team of experts
ZKR ZLOO PDLQWDLQ DQG PRQLWRU \RXU ,7 LQIUDVWUXFW)
ZD\ \RX-O0 EH SURWHFWHG HYHQ LI \RX VXIIHU IURP DQ\ F
:KDW:-V PRUH ZH FDQ SURYLGH ERWK RQ VLWH DQG Ul

7KH EHVW SDUW" :H ZLOO RQO\ FKDUJH \RX D IODW PRQWKC
WKDQ SD\LQJ D PRQWKO\ VDODU\ WR D IXOO WLPI

WE ASSURE YOU THAT PARTNERING WITH US WILL NOT
BE A MISTAKE. CONTACT US TODAY!

Phone: Detroit 586.286.8324/ Grand Rapids 616.251.1117 (P D Lido@go.grittechs.com

www.grittechs.com



